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UR® Codes Provide Superior Patient
Matching & Fraud Mitigation in Healthcare

Digitally Signed Biometric Barcodes

Executive Summary

Healthcare systems continue to struggle to reliably bind people to records, benefits, and
services. Demographic matching and possession-based identifiers do not enforce identity at the
point of interaction, contributing to patient matching errors, improper payments, and fraud in
healthcare service delivery.

A UR Code is an owner-controlled, cryptographically signed QR barcode that embeds the UR
Code owner's verified identity and biometric face vector data inside the barcode matrix, along
with a digital signature that guarantees data integrity and issuer authenticity. The UR Code
protocol provides the highest confidence identity verification possible, without querying a
centralized database (“phoning home”).

This document describes the UR Code model and examines its application to patient matching,
health insurance credentials, and fraud-prone healthcare service delivery.

Identity Failures in U.S. Healthcare

Healthcare interoperability and administrative efficiency depend on reliable identity binding.
However, patient matching remains ineffective, often relying on manual demographic correlation
across systems. Research cited by the Pew Charitable Trusts indicates that approximately 18%
of patient records within healthcare organizations are duplicates, contributing to fragmented
histories, manual reconciliation, and increased clinical risk. Private and public health insurance
cards similarly function as possession-based credentials and do not bind the card presenter to
the entitled beneficiary, enabling substantial losses in improper payments. CMS estimated
improper payments of $28.83 billion in Medicare Fee-for-Service and $37.39 billion in Medicaid
in 2025. The National Healthcare Antifraud Association (NHCAA) estimates that total
healthcare-related fraud is 3%-15% of total annual healthcare expenditures.
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UR Codes Structure and Function

A UR Code functions as a digitally-signed identity data container. It binds official identity data
attributes to trusted biometric data derived from the UR Code owner, within a cryptographically
immutable, yet universally scannable, QR code.
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Figure 1. UR Codes Structure and Integrity Model

Each UR Code contains three core elements: the code owner's verified identity data, trusted
biometric data, and a digital signature. Upon presentation to a device camera, QR code camera
actuation occurs, the identity data is displayed, the UR Code face match Ul opens, and the
presenter's face is compared to face vector data stored in the code. A strong face similarity
(match) level confirms the presenter is the person described by the previously verified identity
data in the UR Code with high confidence. The UR Code can contain any text of identity data,
including patient record ID and insurance member ID numbers. The UR Code protocol can run on
any handheld or desktop device, with any operating system. The UR Code protocol works both
online and offline, including via the free Scan & Match app (Android & i0S). The UR Code
actuation can be tokenized and time-stamped, enabling efficient and auditable interaction
record management.

In a healthcare context, for example, UR Codes could be issued by the healthcare institution, a
hospital, or payer to its respective patient, member, clinician, or provider. It should be printed on
documents, like health record paperwork and insurance cards, binding the record and/or card to
its rightful owner. UR Codes can be held digitally and cryptographically bound to digital records
(EHR) and digital credentials. During online interactions, checking the presenter's Liveness
should precede the biometric match to mitigate healthcare service fraud. Actuating the UR Code
verifies with high confidence that the code presenter is the patient described by the code (or
not), and by extension, the patient described by the health record. These verifications can be
time-stamped and tokenized to provide auditable interaction records.
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https://play.google.com/store/apps/details?id=com.urcodes&hl=en_US
https://apps.apple.com/in/app/scan-match/id6737997311
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Use Case #1: Patient-to-Record Binding

UR Codes provide a deterministic alternative to traditional demographic patient matching by
enforcing identity at the moment a record is created, matched, or used.

* UR Code issuance to the patient, and bound to the EHR, following initial identity verification
during enrollment.

+ Patient presents UR Code during in-person or remote clinical interactions, or clinician scans
the UR Code, bound to the EHR, to match against the patient.

* Deterministic resolution to the correct health record is achieved. By enabling verification of
identity binding at the point of interaction, UR Codes reduce duplicate and overlay record
creation and apply consistently across care settings.

Figure 2. Deterministic Patient Identity Binding at Point of Interaction
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Use Case #2: Health Insurance Credentials

Binding UR Codes to health insurance credentials transforms cards from passive identifiers into
enforceable identity proofs.

* UR Code bound to private insurance, Medicare, or Medicaid credential.
* Beneficiary must highly face-match to the UR Code to use the credential.

* Reduces card sharing, substitution, and misuse.
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Affixing the member's UR Code to the insurance membership credential binds the physical
human member to their respective member ID number. Actuating the UR Code upon credential
presentation, for example, during a healthcare service appointment, verifies that the cardholder
is the legitimate member. Failing that, verification could facilitate denial of reimbursement from
the insurance provider, Medicare, Medicaid, etc. The verification can be time-stamped,
tokenized, and bound to the health service record for later audit purposes and reimbursement
requests.
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Use Case #3: Fraud Mitigation in Healthcare Service Delivery

Certain healthcare services are reimbursed based on assertions that a service occurred and that
specific individuals were present. Home health care and Medicaid-funded transportation are
representative examples. UR Codes enable dual-party identity confirmation, requiring both the
provider and the patient to verify their identities within the same transaction context. Again, both
the service providers’ and the service recipients' UR code verifications can be time-stamped and
tokenized, binding the provider and recipient to the service provision at a specific point in time,
creating an irrefutable and auditable confirmation that services were rendered to the correct
patient by a legitimate service provider.

* Providers or drivers authenticate using provider-issued UR Codes.
* Patients authenticate using patient-controlled UR Codes.

* Service events are validated only when both identities are confirmed.

Provider/Driver Signature Live Biometric Provider
UR Code Validation Match Verified

Provider / Driver

Patient
Patient Signature Live Biometric Patient
UR Code P validation P Match P Verified
Relying System
Service Event Service Event = VALID ONLY IF
Validated Provider identity verified AND

Patient identity verified
in same transaction context

Figure 3. Identity-Bound Service Event Confirmation (Home Health / Medicaid Transportation)

Conclusion

UR Codes introduce the strongest way to exclusively bind a specific human patient to a specific
patient identity and further to appropriate respective payment entitlements, substantially
mitigating patient matching errors, entitlement misuse, and fraud-prone service delivery. The UR
Code protocol is elegant, lightweight, and extraordinarily economically efficient.

For more information, visit: www.URCodes.com
For developer resources, visit: dev.URCodes.com
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